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Abstract

This thesis focuses on a Device-to-Device Mutual Authentication Protocol which is an
essential component of communication in the Internet of Things (IoT). The protocol has
been developed based on asymmetric cryptography to authenticate the devices in the
network and for the devices to agree on a shared secret session key. To ensure the

security of a communications session between the devices, session keys are changed

frequently. The proposed scheme has been programmed in HLPSL, implemented and

its efficiency verified using the AVISPA tool. The thesis also evaluates the protocol's
security against attacks.




